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NETWORKING AND OPEN STANDARDS 
Network: A Computer Network is a number of computers (Usually called 
terminals 
interconnected by one or more transmission paths. 

Need of Networking: 
1. Resource Sharing 
2. File and data sharing. 
3. Data security and centralized security 
4. High Reliability : 
5. Communication Media 

Application of Networks 
1. Sharing of data, services and resources 
2. Access to remote database 
3. Communication facilities 

Elementary Terminology of Networks : 
1. Nodes (Workstations):- The term nodes refer to the computers that are attached 
to a network and are seeking to share the resources. 
2. Server:- A computer that facilitates the sharing of data, software and hardware 
resources on the network 
3. Network Interface Unit (NIU) or NIC:- An interpreter that helps establish a 
connection between the servers and workstations. 
4. MAC Address:-It refers to the physical address assigned by NIC manufacturers. 
It is a unique 6 byte address separated by colon where first three bytes refer to 
manufacturer id and last three are card no. 
e.g. 10:B5:03:63:2E:FC 
4. IP Address:- Every machine on a TCP bar IP Network has a unique identifying 
no. 
called an IP Address. 
e.g.216.27.61.231 
5. Domain Name:-It is a unique name assigned to a website. It has three parts: 

i) www 
ii) Name describing the website’s purpose 
iii)TLD(Top Level Domain) such as .com, .net, .in, .edu, .org etc. 

6.DNS(Domain Name Resolution):- It refers to the process of obtaining 
corresponding IP 
Address from a domain name.   NETWORK TOPOLOGIES : The pattern of 
interconnection of nodes in a network is called Topology. 

 
1) Bus Topology or Linear Topology : In this topology a single length of the 

transmission medium is used onto which the various nodes are attached. The 
transmission from any station travels the length of the bus, in both directions 
and can be received by all other stations. The bus has a terminator at either end 
which absorbs the signal, removing it from the bus. 



Characteristics: 
1. Short cable length and Simple wiring layout 
2. A single cable called trunk is used through which all data propagates and to which 
all nodes are connected 
3. Easy to extend 
4. There is no central point of failure on a bus because there is no hub. 
5. Entire network shuts down if there is break in the main cable. 
6. Terminators are required at both ends of the backbone cable. 
7. Addition of nodes negatively affects the performance of the whole network. 
2) Ring Topology: In a ring topology each node is connected to two and only two 
neighboring nodes. Data is accepted from one of the neighboring nodes and is 
transmitted onwards to another. Thus data travels only in one direction. 
1. Every computer serves as a repeater to boost signals 
2. Short cable length. 
3. Suitable for optical fiber 
4. Difficult to add computers 
5. More expensive 
6. If one computer fails, whole network fails 
7. Data clashes can also occur if two machines send messages at the same time. 
3) Star Topology: A star topology is designed with each node connected directly to 
the server via hub or switch. This topology is used in most existing information 
network. Data on a star network passes through the hub or concentrator before 
continuing to its destination. 
1. Easy to install and wire 
2. No disruptions to the network when connecting or removing devices. 
3. Easy to add new station as each station has direct cable connection to hub or 
switch. 
4. Depending on the intelligence of hub, two or more computers may send message 
at the same time 
5. One malfunctioning node does not affect the rest of the network. 
6. Required more cable length than a linear topology. 
7. All signals transmission through the hub; if down, entire network down 
4) Tree Topology 
A tree topology (hierarchical topology) can be viewed as a collection of star 
networks arranged in a hierarchy. This tree has individual peripheral nodes (e.g. 
leaves), which are required to transmit to and receive from one node to other node 
and are not required to act as repeaters or regenerators. Unlike the star network, the 
functionality of the central node may be distributed.  As in the conventional star 
network, individual nodes may be isolated from the network in case of failure, if a 
link connecting a leaf fails, that leaf is isolated. If a connection to a non-leaf node 
fails, an entire section of the network becomes isolated from the rest. 
NETWORK DEVICES 
1. MODEM( MOdulator DEModulator) : Modem is a device that converts digital 
data originating from a terminal or computer to analog signals used by voice 
communication network such as the telephone system. 
At one end, modems convert the digital pulse to audible tones and convert audio 
tones back to digital pulses at the other 
2. RJ –45 Connector: 



The RJ-45 is a single line jack for digital transmission over ordinary phone wire. It is 
a 8 wire connector which is commonly used to connect computers on the 
LAN(especially Ethernets). RJ – short for Registered Jack – 45 
3. Hub: Hub is a device used to connect several computers together. It is a multi-
port card. Hubs forward any data packets including e-mail, word processing 
documents or print request – they receive over one port from one workstation to all 
of their remaining ports 
4. Switches : Switches are smart hubs that send data directly to the destination rather 
than everywhere within network. When the switch receives a packet, the switch 
examines the destination and source hardware address and compare them to a table 
of a network segments and addresses. If the segments are the same the packet is 
dropped and if the different then the packet is forwarded to the proper 
segments.(Note : Switch is called Intelligent Hub reason It is used to filter the data 
and send the messages to different Nodes). 
5. Repeaters :A repeater is a device that amplifies a signal being transmitted on the 
network. Since a signal loses strength as it passes along a cable, it if often necessary 
to boost the signal with this device.. The repeater electrically amplifies the signal it 
receives and rebroadcasts it. 

6. Router: A device that works like a bridge but can handle different protocols, is 
known as router. It is used to separate different segments in a network to improve 
performance and reliability. 
7. Gateway :A network device that connects dissimilar networks. It establishes an 
intelligent connection between a local network and external network with completely 
different structures. 

8. Bridges : It is used to interconnect two LANs which are physically separate but 
logically 
same. 
Types of Networks 

1. LAN(Local Area Network):-Small computer networks that are confined to a 
localized area(e.g. in an office, a building, or a factory) 

2. MAN(Metropolitan Area Network): These are spread over a city. E.g. Cable 
TV Networks. 

3. WAN(Wide Area Network):-These are spread across countries and facilitate 
fast and efficient exchange of information at lesser costs and high speeds. E.g. 
Internet 

4. PAN(Personal Area Network): Refers to a small network of communication 
capable IT enabled devices within a range of upto 10 meters. It can be 
wired(using USB) or wireless(using Bluetooth).  

Communication Media:-  
Wired Transmission Media:-  
Twisted Pair: 
A cable composed of two small-insulated conductors twisted together without a 
common covering. Also known as copper pair. The wires are twisted around each 
other to minimize interference from other twisted pairs in the cable. Twisted pairs 
have less bandwidth than coaxial cable or optical fiber. 
Coaxial Cables: 
A cable consisting of two concentric conductors (an inner conductor and an outer 
conductor) insulated from each other by a dielectric, commonly used for the 
transmission of high-speed electronic data and/or video signals. Coaxial cable is 



used as a transmission line for radio frequency signals, in applications such as 
connecting radio transmitters and receivers with their antennas, computer network 
(Internet) connections, and distributing cable television signals. Optical Fiber: 
A flexible optically transparent fiber, usually made of glass or plastic, through which 
light can be transmitted by successive internal reflections. 
An optical fiber is made up of the core, (carries the light pulses), the cladding 
(reflects the light pulses back into the core) and the buffer coating (protects the core 
and cladding from moisture, damage, etc.). Together, all of this creates a fiber optic, 
which can carry up to 10 million messages at any time using light pulses. 
Ethernet Cables: 
Ethernet is used to connect computers in a company or home network as well as to 
connect a single computer to a cable modem for Internet access. 
Wireless Technologies: 
Bluetooth: 
Bluetooth is an open wireless technology standard for exchanging data over short 
distances (using short length radio waves) from fixed and mobile devices, creating 
personal area networks (PANs) with high levels of security. 

Infra Red Technologies: 
Infrared is electromagnetic energy at a wavelength or wavelengths somewhat longer 
than those of red light. IR wireless is used for short- and medium-range 
communications and control. 
IR wireless technology is used in intrusion detectors; home entertainment control 
units; robot control systems; cordless microphones, headsets, modems, and printers 
and other peripherals. IR wireless cannot pass through walls. Therefore, IR 
communications or control is generally not possible between different rooms in a 
house, or between different houses in a neighborhood. Microwave Link: 
A microwave link is a communications system that uses a beam of radio waves in the 
microwave frequency range to transmit video, audio, or data between two locations, 
which can be from just a few feet or meters to several miles or kilometers apart. 
Microwave links are commonly used by television broadcasters to transmit 
programmes across a country, for instance, or from an outside broadcast back to a 
studio. 
Satellite Link: 
A satellite link is a communications subsystem that involves a link between a 
transmitting earth station and a receiving earth station via a communications satellite. 
Line of sight (LoS) is a type of propagation that can transmit and receive data only 
where transmit and receive stations are in view of each other without any sort of an 
obstacle between them. FM radio, microwave and satellite transmission are 
examples of line-of-sight communication. 
Network Security:Network security consists of the provisions made in an 
underlying computer network infrastructure, policies adopted by the network 
administrator to protect the network and the network-accessible resources from 
unauthorized access. 
Threats 
Snooping: Refers to unauthorized access of someone else’s data, email, computer 
activity or data 
communication. 
Eavesdropping: Act of secretly listening someone else’s private 
communication/data or 
information. 



Denial of Services Attack: Attacks that prevent the legitimate users of the 
system , from 
accessing the resources , information or capabilities of system. 
Measures of security: 
Firewall: System(software/hardware) designed to prevent unauthorized access to 
or from a private network. Proper security policy for your organization. Giving file 
permissions. 
Authentication : It is also termed as password-protection as the authorized user is 

asked to provide a valid password, and if he /she is able to do this, he/she is 

considered to be an authentic user. 

 
Authorization : Asking the user a legal login-id performs authorization. If the user is 
able to provide a legal login-id, he/she is considered an authorized user. 
 
Intrusion Detection : it is the art and science of sensing when a system or network is 
being used inappropriately or without authorization.  
 
Preventive Measures. 
1.Implement proper security policy for your organization 
2. use proper file access permissions when sharing the files on the internet 
 
Internet Applications 

1. SMS (Short Message Service) is a text messaging service component of most 
telephone, World Wide Web, and mobile device systems. It uses standardized 
communication protocols to enable mobile devices to exchange short text 
messages. 

2. A voicemail system is a computer-based system that allows users and 
subscribers to exchange personal voice messages; to select and deliver voice 
information; and to process transactions relating to individuals, organizations, 
products and services, using an ordinary telephone. 

3. What is email? 

Email is short for 'electronic mail'. Similar to a letter, it is sent via the internet to a 

recipient. An email address is required to receive email, and that address is unique to 

the user. Some people use internet-based applications and some use programs on their 

computer to access and store emails. 

Key benefits and features of using email 

• It's quick – your recipient receives your email as soon as they go online and collect 

their mail. 

• It's secure. 

• It's low cost. 

• Photos, documents and other files can be attached to an email, so that more 

information can be shared. 



• One email can be sent to more than one recipient at a time. 

4. chat - Computer Definition. A real-time communication via keyboard between 
two or more users on a local network (LAN) or over the Internet. Non-verbal, 
a computer chat is like sending text messages back and forth. 

5. Videoconferencing (or video conference) means to conduct 
a conferencebetween two or more participants at different sites by 
using computer networks to transmit audio and video data. For example, a 
point-to-point (two-person) video conferencing system works much like 
a video telephone. 

 
Wireless/ Mobile communications: 

1. GSM:  GSM (Global System for Mobile communication) is a digital mobile 
telephony system that is widely used in Europe and other parts of the 
world. GSM uses a variation of time division multiple access (TDMA) and is 
the most widely used of the three digital wireless telephony technologies 
(TDMA, GSM, and CDMA). 

2. SIM card :  A SIM card, also known as a subscriber identity module, is a smart 
card that stores data for GSM cellular telephone subscribers. Such data includes 
user identity, location and phone number, network authorization data, personal 
security keys, contact lists and stored text messages. 

3. CDMA (Code-Division Multiple Access) refers to any of several protocols used 
in second-generation (2G) and third-generation (3G) wireless communications. 
As the term implies, CDMA is a form of multiplexing, which allows numerous 
signals to occupy a single transmission channel, optimizing the use of available 
bandwidth. 

4. WLL - Computer Definition. Also known as fixed wireless in Local Loop. A 
group of airwave transmission technologies designed to support 
communications from the edge of a public network to the customer premises. 
These fixed wireless technologies include both radio frequency (RF) and 
infrared (IR) options. 
Advantages : provides high-speed two-way voice and data service. .The cost of 
wireless equipment is less. Easy installation. They have good scale of 
installation. 
 

5. What are 1G,2G,3G and 4G? 
1G networks (NMT, C-Nets, AMPS, TACS) are considered to be the first 
analog cellular systems, which started early 1980s. There were radio telephone 
systems even before that. 1G networks were conceived and designed purely for 
voice calls with almost no consideration of data services (with the possible 
exception of built-in modems in some headsets). 
 
2G networks (GSM, CDMAOne, D-AMPS) are the first digital cellular systems 
launched early 1990s, offering improved sound quality, better security and 
higher total capacity. GSM supports circuit-switched data (CSD), allowing 
users to place dial-up data calls digitally, so that the network's switching station 
receives actual ones and zeroes rather than the screech of an analog modem.  
 
2.5G networks (GPRS, CDMA2000 1x) are the enhanced versions of 2G 
networks with theoretical data rates up to about 144kbit/s. GPRS offered the 
first always-on data service. 
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3G networks (UMTS FDD and TDD, CDMA2000 1x EVDO, CDMA2000 3x, 
TD-SCDMA, Arib WCDMA, EDGE, IMT-2000 DECT) are 
newer cellular networks that have data rates of 384kbit/s and more. 
The UN's International Telecommunications Union IMT-2000 standard requires 
stationary speeds of 2Mbps and mobile speeds of 384kbps for a "true" 3G. 
 
4G technology refers to the fourth generation of mobile phone communication 
standards. LTE and WiMAX are marketed as parts of this generation, even 
though they fall short of the actual standard.  
 
Define Cyberlaw. Cyberlaw is the area of law that deals with the Internet's 
relationship to technological and electronic elements, including computers, 
software, hardware and information systems (IS). Cyberlaw is also known 
as Cyber Law or Internet Law.  
 
Definition of: cookie. cookie. A small text file (up to 4KB) created by a website 
that is stored in the user's computer either temporarily for that session only or 
permanently on the hard disk (persistent cookie). Cookies provide a way for the 
website to recognize you and keep track of your preferences. 
 

• A hacker is a person intensely interested in the arcane and recondite workings of 

any computer operating system. Hackers are most often programmers. As such, 

hackers obtain advanced knowledge of operating systems and programming 

languages. They might discover holes within systems and the reasons for such 

holes. Hackers constantly seek further knowledge, freely share what they have 

discovered, and never intentionally damage data. 

• A cracker is one who breaks into or otherwise violates the system integrity of 

remote machines with malicious intent. Having gained unauthorized access, 

crackers destroy vital data, deny legitimate users service, or cause problems for 

their targets. Crackers can easily be identified because their actions are malicious. 

Remote Accessing a Computer: 

Remote access refers to the ability to access a computer, such as a home computer or 

an office network computer, from a remote location. This allows employees to work 

offsite, such as at home or in another location, while still having access to a distant 

computer or network, such as the office network. Remote access can be set up using a 

local area network (LAN), wide area network (WAN) or even a virtual private 

network (VPN) so that resources and systems can be accessed remotely. 

Remote access is also known as remote login. 

Softwares used for Remote Access: Team Viewer , Remote utilities, Ultra VN, 

Windows Remote Dektop  etc., 
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Remote file access : a service that lets you access your files anywhere, anytime and 

with whatever device you like, as long as you're connected to the Internet. This is 

what we invented the Internet for in the first place: to get at, share and collaborate on 

information at will (even if most of us will use it to share selfies, songs and cat 

videos). 

Online backup services like OneDrive, Google Drive, Dropbox, etc provide an easy 

way to access files from anywhere. Simply create a free account (almost every cloud 

service offers 10 GB free storage) and upload your files as needed. After uploading, 

you can access those files and folders remotely. All you have to do is log into your 

account from any web browser. You’ll find all your files in there. 

 

 


